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User-Friendly Cyber Risk Management Platform 
For RMA Insureds

________________________________________________________

Smart Workflow Management Solution Aligns:

• Client Initiatives with Insurance and Regulatory Objectives

• Executive Governance with Administrative and Technical Activities 

To Guard Against A Cyber Disruption Of Service  
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Client Alignment with Insurance Objectives

As Ransomware and Other Cyber-Attacks Increase 
Insurance Coverage Costs and Terms are also Increasing

Lowering of Coverage Limits
Increasing Premiums and Deductibles
Limited or No Ransomware coverage

Insurance Providers Are Requiring Detailed Questionnaires
to Determine Insurance Renewal Costs and Terms
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Cyber Insurance Coverage
Public Entity Minimum System Security Standards

Patching- Updated within 30 days; 1-7 days for Critical & High Severity patching 

Guidelines/Policies- Incident Response; Disaster Recovery; Business Continuity

Backups- Separate from Primary Network; Regular Backups; Testing; Encryption; Restore within 72 Hours, Anti-Virus

Multi-factor Authentication (MFA)- 100% for Remote Access and Privileged User Accounts; Email Access

Endpoint Protection, Detection & Response (EDR)- EDR Solution in place across Enterprise

Remote Desktop Protocol- MFA Enabled VPN Remote access; Network-level Authentication enabled

Employee Training- Simulated Phishing Email Training; Regular Cyber Security Training; Fraudulent Accounting Transactions

End of Life Software- Plan/Guidelines and Adequate Measures to Protect EOL Software
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Cyber Security is Not Exclusively an IT Problem 

Conduct Scans to Identify Current Networks Internal & External “Strengths and Weaknesses” 

Prioritize Implementing the Solutions to the “Most at Risk” Vulnerabilities

Document the Guidelines and the Maintenance Activities that Fortify Solutions in Place

Conduct Scans Every 90 Days to Measure Progress and Change

Align Client Initiatives with Insurance and Regulatory Objectives
And Governance Oversight with Technical and Administrative Activities 



SMART-CAP’s Align Insured Workflow With Insurance Objectives



Guidelines and Procedures 
Mapped to NIST Standards
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Data Backup Guideline
Incident Response Plan
Business Continuity Plan
Password Management
Acceptable Use
Email Guideline
Access Control
Awareness Training
and more…

Document “Best Practices” Guidelines 
To Support Continuous Improvement

Data Backup Guideline



Manage the Maintenance Activities that 
Fortify Solutions in Place
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Industry Best Internal / External Scanning Tools
Identify Strengths and Weaknesses in Alignment with Regulatory Objectives 

in Accordance with the United States
National Institute of Standards & Technology 

Cyber Security Framework (NIST-CSF)

Universal “Gold Standard” Framework
Mandated / Recommended as a Basis For All Government Programs

Continuously Updated With Newly Identified Cyber Risk 
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Industry Best Scanning Tools Provide a Documented 
Inventory of Your Cyber Risk Strengths and Weaknesses



Easy To Understand Smart Workflow Reports Align
Governance Oversight with Administrative / Technical Activities 

Immediate Action List



SMART-CAP’s Align Insured Workflow With Insurance Objectives



Manage the Maintenance Activities that 
Fortify Solutions in Place



Progress & Change is Reviewed Every 90 Days 

Internal / External Scan Updates Your “Strengths and Weaknesses”

Incorporates Progress Made and Any Newly Identified NIST-CSF Risks

Updates & Re-Prioritizes Cyber Action Plan (SMART-CAP) Activities by Risk of Loss 

Smart Workflow Management Supports Continuous Improvement
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“Easy to Use” Data Collector 

“Easy to use” data collector software is locally installed and requires no hardware.

Safe and non-disruptive, causes no conflict with other applications or firewalls, and 
requires zero maintenance.

A 30-minute remote call is set with your assigned resource to activate the tool and 
collect all your hardware, software and network “strengths and weaknesses” data.

This provides a comprehensive documented view of your current environment.

Knowing “where you are” empowers you to identify the best steps to                         
“Do the Best You Can as Fast As You Can”
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“Easy to Understand” Data Collector Process 

1- INTERNALLY scan to identify status of:
Azure and Microsoft Office 365 Cloud Services 
Local servers and computers versions
Software applications and user-access

2- Individually scans:
LINUX and MAC OS (non-Windows) devices on your network.
SQL Databases for unencrypted Personal Identifiable Information (PII)
EXTERNAL ports for open, unsecure, outdated services and listening agents

3- Provides “current status” reports and diagrams, prioritized by risk, to create Cyber Action Plan:
Back-up, firewall, incident response, and business continuity plans
OS, inactive computers, application and endpoint Patches, endpoint Security 
Inactive Users, user access permissions and shares, PII management



User-friendly Platform Aligns Administrative and Technical Cyber Security Activities
• Easy Onboarding and Engagement

Customized To Your Specific Insurance Questionnaires and Requirements
• To Take the Best Actions to Align Cyber Insurance 

Leverages Industry Best Tools to Identify Internal / External “Strengths and Weaknesses” 
• Manage Cyber Risk as New technology is Introduced / Obsolete Systems are Updated or Replaced

Prioritizes Activities by Risk of Loss Into “Easy to Use” Cyber Action Plans (SMART-CAP)
• Empowers Governance to ensure sufficient resources are allocated to properly mitigate risk profile 

Automates “Easy to Understand” Reports and “Best Practices” Policies
• Smart Workflow eliminates wasted resource efforts, improves efficiency of security practices

Progress & Change is Reviewed Every 90 Days to Update and Re-Prioritize the Cyber Action Plan (SMART-CAP) 
• Updates Your “Strengths and Weaknesses;” Progress Made; and Any Newly Identified NIST-CSF Risks
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Cyber Risk Management Platform
Smart Workflow Benefits

Cyber Risk
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Next Steps
1. Review Services Agreement to Get Started

2. Once Signed, ResoluteGuard Schedules OnBoarding call 

3. Review SMART-CAP (Pre-Scan)

4. Conduct Vulnerability Scan & Schedule Report Review

5. ResoluteGuard Updates SMART-CAP and Conducts Review

Questions?
Contact:  support@resoluteguard.com

888-728-6030

mailto:support@resoluteguard.com?subject=CSJVRMA%20Member%20inquiry
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